the applications, or the agents and supervisors who performed the Woods
Procedures, we also did not receive satisfactory explanations for the errors or
missing information. We found that the offered explanations for these serious
errors did not excuse them, or the repeated failures to ensure the accuracy of
information presented to the FISC.

We are deeply concerned that so many basic and fundamental errors were
made by three separate, hand-picked investigative teams; on one of the most
sensitive FBI investigations; after the matter had been briefed to the highest levels
within the FBI; even though the information sought through use of FISA authority
related so closely to an ongoing presidential campaign; and even though those
involved with the investigation knew that their actions were likely to be subjected
to close scrutiny. We believe this circumstance reflects a failure not just by those
who prepared the FISA applications, but also by the managers and supervisors in
the Crossfire Hurricane chain of command, including FBI senior officials who were
briefed as the investigation progressed. We do not expect managers and
supervisors to know every fact about an investigation, or senior leaders to know all
the details of cases about which they are briefed. However, especially in the FBI's
most sensitive and high-priority matters, and especially when seeking court
permission to use an intrusive tool such as a FISA order, it is incumbent upon the
entire chain of command, including senior officials, to take the necessary steps to
ensure that they are sufficiently familiar with the facts and circumstances
supporting and potentially undermining a FISA application in order to provide
effective oversight consistent with their level of supervisory responsibility. Such
oversight requires greater familiarity with the facts than we saw in this review,
where time and again during OIG interviews FBI managers, supervisors, and senior
officials displayed a lack of understanding or awareness of important information
concerning many of the problems we identified.

In the preparation of the FISA applications to surveil Carter Page, the
Crossfire Hurricane team failed to comply with FBI policies, and in so doing fell
short of what is rightfully expected from a premier law enforcement agency
entrusted with such an intrusive surveillance tool. In light of the significant
concerns identified with the Carter Page FISA applications and the other issues
described in this report, the OIG today initiated an audit that will further examine
the FBI's compliance with the Woods Procedures in FISA applications that target
U.S. persons in both counterintelligence and counterterrorism investigations. We
also make the following recommendations to assist the Department and the FBI in
avoiding similar failures in future investigations.

II1. Recommendations

For the reasons fully described in previous chapters, we recommend the
following:

1. The Department and the FBI should ensure that adequate procedures
are in place for the Office of Intelligence (OI) to obtain all relevant and
accurate information, including access to Confidential Human Source
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(CHS) information, needed to prepare FISA applications and renewal
applications. This effort should include revising:

a. the FISA Request Form: to ensure information is identified for
OI: (i) that tends to disprove, does not support, or is
inconsistent with a finding or an allegation that the target is a
foreign power or an agent of a foreign power, or (ii) that bears
on the reliability of every CHS whose information is relied upon
in the FISA application, including all information from the
derogatory information sub-file, recommended below;

b. the Woods Form: (i) to emphasize to agents and their
supervisors the obligation to re-verify factual assertions
repeated from prior applications and to obtain written approval
from CHS handling agents of all CHS source characterization
statements in applications, and (ii) to specify what steps must
be taken and documented during the legal review performed by
an FBI Office of General Counsel (OGC) line attorney and SES-
level supervisor before submitting the FISA application package
to the FBI Director for certification;

C. the FISA Procedures: to clarify which positions may serve as
the supervisory reviewer for OGC; and

d. taking any other steps deemed appropriate to ensure the
accuracy and completeness of information provided to OI.

The Department and FBI should evaluate which types of Sensitive
Investigative Matters (SIM) require advance notification to a senior
Department official, such as the Deputy Attorney General, in addition
to the notifications currently required for SIMs, especially for case
openings that implicate core First Amendment activity and raise policy
considerations or heighten enterprise risk, and establish implementing
policies and guidance, as necessary.

The FBI should develop protocols and guidelines for staffing and
administrating any future sensitive investigative matters from FBI
Headquarters.

The FBI should address the problems with the administration and
assessment of CHSs identified in this report and, at a minimum,
should:

a. revise its standard CHS admonishment form to include a
prohibition on the disclosure of the CHS’s relationship with the
FBI to third parties absent the FBI's permission, and assess the
need to include other admonishments in the standard CHS
admonishments;

415



develop enhanced procedures to ensure that CHS information is
documented in Delta, including information generated from
Headquarters-led investigations, substantive contacts with
closed CHSs (directly or through third parties), and derogatory
information. We renew our recommendation that the FBI create
a derogatory information sub-file in Delta;

assess VMU'’s practices regarding reporting source validation
findings and non-findings;

establish guidance for sharing sensitive information with CHSs;

establish guidance to handling agents for inquiring whether their
CHS participates in the types of groups or activities that would
bring the CHS within the definition of a “sensitive source,” and
ensure handling agents document (and update as needed) those
affiliations and any others voluntarily provided to them by the
CHS in the Source Opening Communication, the “Sensitive
Categories” portion of each CHS’s Quarterly Supervisory Source
Report, the “Life Changes” portion of CHS Contact Reports, or
as otherwise directed by the FBI so that the FBI can assess
whether active CHSs are engaged in activities (such as political
campaigns) at a level that might require re-designation as a
“sensitive source” or necessitate closure of the CHS; and

revise its CHS policy to address the considerations that should
be taken into account and the steps that should be followed
before and after accepting information from a closed CHS
indirectly through a third party.

The Department and FBI should clarify the following terms in their
policies:

a.

assess the definition of a “"Sensitive Monitoring Circumstance” in
the AG Guidelines and the FBI's DIOG to determine whether to
expand its scope to include consensual monitoring of a domestic
political candidate or an individual prominent within a domestic
political organization, or a subset of these persons, so that
consensual monitoring of such individuals would require
consultation with or advance notification to a senior Department
official, such as the Deputy Attorney General; and

establish guidance, and include examples in the DIOG, to better
define the meaning of the phrase “prominent in a domestic
political organization” so that agents understand which
campaign officials fall within that definition as it relates to
“Sensitive Investigative Matters,” "Sensitive UDP,” and the
designation of “sensitive sources.” Further, if the Department
expands the scope of “Sensitive Monitoring Circumstance,” as
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recommended above, the FBI should apply the guidance on
“prominent in a domestic political organization” to “Sensitive
Monitoring Circumstance” as well.

The FBI should ensure that appropriate training on DIOG § 4 is
provided to emphasize the constitutional implications of certain
monitoring situations and to ensure that agents account for these
concerns, both in the tasking of CHSs and in the way they document
interactions with and tasking of CHSs.

The FBI should establish a policy regarding the use of defensive and
transition briefings for investigative purposes, including the factors to
be considered and approval by senior leaders at the FBI with notice to
a senior Department official, such as the Deputy Attorney General.

The Department’s Office of Professional Responsibility should review
our findings related to the conduct of Department attorney Bruce Ohr
for any action it deems appropriate. Ohr’s current supervisors in the
Department’s Criminal Division should also review our findings related
to Ohr’s performance for any action they deem appropriate.

The FBI should review the performance of all employees who had
responsibility for the preparation, Woods review, or approval of the
FISA applications, as well as the managers, supervisors, and senior
officials in the chain of command of the Carter Page investigation, for
any action deemed appropriate.
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